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Third-party vendor security
monitoring at TVN (Poland)

CUSTOMER

TVN is a leading Polish commercial television network known for its high-quality
entertainment and news programs. TVN has one of the most dynamic growth rates
among European television channels and is widely known for its pioneer
developments. Thanks to high quality of local programs and successful adaptations
of international TV formats, TVN gained the status of the world class television

channel.

CHALLENGE

TVN was looking for a right tool to monitor the activities of remote administrators

and third-party providers, who have privileged access to the corporate network.

Providing privileged access to remote vendors requires deploying proven security
monitoring system to ensure corporate network protection, sensitive data

security, and prevent all possible violations.
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SOLUTION

Ekran System was in the list of security monitoring products for evaluation. After
testing various tools, TVN Security Department picked Ekran System due to

combination of its advanced features and flexible licensing scheme.

The following killing features were the final weighty arguments in favor of Ekran

System:

e Native Client: The native Clients guarantee minimal resource usage
(memory, CPU, etc.) on the investigated computers.

e Client Protected mode: This is a mode with enhanced Client security: the
user of the Client computer is not able to edit Client data or settings.

e USB blocking & monitoring: The solution reports information on all USB
devices used on the investigated computers. If necessary, investigator can

block certain classes of devices to protect sensitive data from distribution.

The ability to monitor remote administrators and third-party providers allowed
TVN to ensure corporate network security as well as be aware of privileged user

actions, and thus, prevent all possible violations.
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