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Conclusion

Proper management of privileged access 

is essential for data security. Organizations 

already dedicate a lot of time and effort to 

securing their critical data and systems from 

compromise. But with the complexity of 

today’s IT infrastructures, they also need to 

configure, continuously monitor, and manage 

dozens of access permission levels for all 

kinds of endpoints and user groups.

Ekran System offers a comprehensive and 

easy solution for:

● Securely managing privileged access 

● Controlling unauthorized access to 

corporate resources 

● Ensuring secure work with remote 

employees and subcontractors

In this implementation guide, we go over five 

vital access management challenges faced 

by most organizations. We also explain how 

you can solve each of them with the help of a 

particular Ekran System feature.

Our brief configuration guidelines will help 

you better understand how each of the 

described features works.
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       5 IMPORTANT PRIVILEGED ACCESS 
       MANAGEMENT CHALLENGES FOR        
       ORGANIZATIONS
Being able to control who can do what with critical data and systems is vital for any 

organization. Many organizations find it challenging to:

1. Secure privileged credentials

2. Manage sessions of shared privileged accounts

3. Protect their resources from unauthorized access

4. Limit access to their resources during off-hours

5. Block untrusted users

Ekran System can help you successfully address each of these tasks with the following 

five features:

Manage privileged access with Ekran System

Let’s take a closer look at the privileged access management opportunities you can 

get from each of these Ekran System features.

https://www.ekransystem.com/en/blog/PAM-vs-PUM
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       1. PASSWORD MANAGER: MITIGATE THE RISK 
       OF CREDENTIAL COMPROMISE

Users of privileged accounts may have partial access 
(privileged users) or full access (domain admins) to 
an organization’s critical data, systems, and services. 
These accounts, as well as the credentials for them, 
require severe protection.

When working with privileged accounts, 
organizations need to be able to:

● Manage the use of such accounts

● Rotate their passwords on a regular basis

● Retrieve access permissions for admin accounts 
of terminated users

To mitigate the risk of credential theft or compromise, 
it’s best to provide access to critical assets without 
revealing credentials to the end user. This is where 
Ekran System’s password manager can help you.

Creating Secrets

In Ekran System, a Secret is an entity in which credentials of privileged accounts are 
stored. Using our password manager, you can create Secrets for different web services, 
databases, and Active Directory accounts. 

Let’s see how this works on the example of an Active Directory domain administrator:

1. Create a separate domain account for each system administrator as a standard domain 
user (with no elevated privileges).

2. Create a single domain administrator account.

3. In Ekran System’s Management Tool, create a new Secret, give it a name, and choose 
the Active Directory account option as the secret type. Add the user login and password 

for the previously created domain administrator account to this secret.

Use this functionality when  
you need to:

● Automate password rotation for 
privileged accounts

● Avoid revealing account credentials    
to employees and third parties

Supported secrets:

● Windows Account

● SSH

● Web

● MS SQL

https://www.ekransystem.com/en/blog/password-policy-compliance-checklist


EKRAN SYSTEM PRIVILEGED ACCESS MANAGEMENT IMPLEMENTATION GUIDE

TABLE OF CONTENTS

Here’s the meaning of some terms we’ll 
be using.

Management Tool — The component 
of Ekran System used for managing the 
platform and reviewing monitored data 
received from Clients.

Client — The component of Ekran 
System installed on monitored 
endpoints.

Endpoint — The target monitored 
by Ekran System; can be physical 
(computers, servers) or virtual (DaaS, 
private clouds).

Secret — An entity where the credentials 
of privileged accounts are stored.

Screenshot 1. Configuring a new Secret

Screenshot 2. Enabling periodic password rotation for a Secret

4. Go to the Automation tab and configure periodic rotation of the domain administrator 

password.
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Screenshot 3. Setting permission levels for a Secret

5. In the Permission tab, set permission levels for system administrators to use this Secret.

Using this Secret, system administrators will be able to access any endpoint within your 

domain with the domain administrator privileges. Admins won’t be able to misuse or 

compromise domain administrator credentials, as they won’t know them.

Connections to the target endpoints will be performed through a jump server. Thanks to 

that, all actions of system administrators will be monitored by Ekran System. Just specify 

a Secret in the filter and watch all recorded sessions for this Secret in the Monitoring 
results page.

Configuring Secrets

Proper implementation of Secrets depends on determining the right number of jump 

servers. The more users will be working with Ekran System Secrets, the more jump 

servers you’ll need to configure.

In order for several users to work with the same Secret, you need to configure the 

Remote Desktop Services Host role on your jump server.

Let’s walk through the Secret configuration process step by step.

First, you need to enable jump server mode in the Ekran System Management Tool:

1. Log in to the Ekran System Management Tool and go to the Client Management 

menu.

2. Click the Edit client for jump server button.
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3. In the Properties tab, check two options: Enable jump server mode and Replace 
Windows Shell to Ekran System Connection Manager.

4. Save the changes and exit.

Next, add standard domain accounts of your system administrators to Ekran System:

1. Log in to the Management Tool and go to the User Management menu.

2. In the opened window, click the Add user button.

3. Click the Add an Active Directory user button.

4. Select the domain and username and click Next.

5. In the Users Groups tab, select the PAM Users group.

6. Go to the Administrative Permissions tab and do not check any permissions — this 

way, a user won’t be able to log in to Ekran System’s Management Tool but they will 

be able to use PAM Secrets.

7. Save changes and exit.

Finally, add an Active Directory Secret to the system and configure password rotation 

for it:

1. Log in to the Management Tool and go to the Password Management page.

Screenshot 4. Enabling jump server mode in the Ekran System Management Tool
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2. Click the Add Secret button.

3. Enter the secret’s name and select Active Directory account as the Secret type.

4. Set the domain.

5. Enter the user login and password for the previously created Active Directory 

Domain Admin account.

Screenshot 5. Determining Secret properties

6. Next, open the Permissions tab.

7. Add general Active Directory accounts of your system administrators and allow 

them to use the newly created Secret.

8. In the drop-down list, select the PAM User permission type.
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Screenshot 6. Setting user permissions for using Secrets

Screenshot 7. Specifying password rotation settings

9. Open the Automation tab and specify settings for automatic password rotation.

10. Save changes and exit.

After that, users added to this Secret will be able to access any endpoint in your system 

as domain administrators without knowing the password for the domain administrator’s 

account. Also, all administrator actions will be monitored on the jump server and will be 

available for review and audit in the Monitoring results page.

Now, let’s look closer at working with Secrets from the system administrator’s perspective.
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Working with Secrets

To get access to the resource you need using an Ekran System Secret as a system 

administrator, take the following steps:

1. Using Remote Desktop Protocol (RDP), connect to a jump server and log in to the 

system under your regular domain account. 

2. In the opened Ekran System Connection Manager window, select an Active 

Directory account Secret among the available Secrets and click Connect.

Screenshot 8. The list of available Secrets
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3. In the next window, enter the hostname of the endpoint you need to connect to.

4. Then click the Connect button once more.

After that, you’ll get remote access to the specified endpoint with the privileges of a 

domain administrator.

The same scheme can be applied to other groups of privileged users and even to 

subcontractors. They will get necessary access rights without knowing the credentials 

of the privileged accounts they use.

Such an approach adds more visibility to the activity of different privileged accounts, 

as all user actions on the jump server are continuously monitored and recorded. At 

the same time, the fact that end users don’t know the logins and passwords for the 

privileged accounts they use reduces the risk of credential compromise.

Screenshot 9. Selecting which endpoint to connect to
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      2. SECONDARY AUTHENTICATION: EXTEND 
      YOUR SESSION MANAGEMENT CAPABILITIES 
      FOR SHARED PRIVILEGED ACCOUNTS 

Organizations often use shared accounts for 

accessing and managing various systems, services, 

and applications. And while this approach appears 

to be more cost-efficient, the use of shared 

accounts is associated with certain cybersecurity 

challenges.

The biggest challenge is distinguishing individual 

users logged in to a shared account. While you still 

can record all user sessions initiated from a shared 

Use this functionality when  
you need to:

● Automate password rotation for 
privileged accounts

● Avoid revealing account credentials    
to employees and third parties

account, you won’t be able to tell which user is responsible for which action or limit 

access for particular users. This makes it harder to audit a particular user’s activity as 

well as prevent possible cybersecurity incidents.

Ekran System offers a convenient solution to this challenge with its secondary 

authentication feature. This feature was designed specifically for managing shared 

accounts and can be enabled for a specific Ekran System Client or a group of Clients.

This is how it works: When a user tries to access an endpoint with secondary authenti-

cation enabled, they need to enter two pairs of credentials:

1. First, they log in to the system using the primary credentials — the login and 

password for the shared account. 

2. Next, they enter secondary user credentials — the login and password for their 

regular account. 

Only after that will the user be granted access to the target endpoint.

https://www.ekransystem.com/en/blog/top-5-poor-privileged-account-management-practices
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Thanks to the use of secondary user credentials, Ekran System can associate every 

session initiated under a shared account with a specific user who started it. You can 

see who exactly entered the system using a shared account in the Monitoring results 

section. For each such session, Ekran System records the names of both the primary and 

secondary users.

Ekran System also adds the name of the secondary user to email notifications about 

detected cybersecurity incidents related to shared accounts.

Secondary authentication workflow

Screenshot 10. Displaying primary (Client) and secondary (User) names in Monitoring results

Configuring secondary authentication for a Client

Now, let’s see how you can configure this feature in the Ekran System Management 

Tool. We’ll start with enabling secondary authentication for an Ekran System Client:

https://www.ekransystem.com/en/product/alerts-and-notifications
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1. In the Management Tool, open the Client Management page.

2. Find the Client you want to configure in the list and click the Edit Client button.

3. Go to the Client Settings section and open the Authentication Options tab.

4. Check the Enable secondary authentication on log-in option.

5. Click Finish and exit.

After that, you need to specify users who will be allowed to log in to this endpoint after 

entering secondary credentials. 

Screenshot 11. Client Management page

Screenshot 12. Enabling secondary authentication for a Client
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Configuring secondary authentication for a user

Let’s see how you can add a new user to Ekran System and enable secondary authentication 

for them:

1. Open the User Management page.

2. Click the Add User button and choose the type of user (Internal User or Active 
Directory User).

3. Fill out information about the user.

4. Go to the Client Permissions tab and click the Edit Permissions button for the 

Client or group of Clients for which you will enable secondary authentication.

5. In the opened window, choose the Access to the endpoint via Secondary Auth 
option.

If an employee resigns from your organization, make sure to delete the corresponding 

user from Ekran System. If they had a domain user account, you should block it in Active 

Directory. In this way, you’ll ensure that the terminated user won’t be able to access 

the protected endpoint through a shared account, even if they know the valid login and 

password for it.

Note: To maintain proper security of critical servers, access to them should be granted 

only for system administrators. Regular users should be prohibited from accessing such 

endpoints.

Screenshot 13. Enabling secondary authentication for a user
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       3. MULTI-FACTOR AUTHENTICATION: 
       PREVENT UNAUTHORIZED ACCESS

Multi-factor authentication (MFA) is a gold cyberse-

curity standard and a requirement of many IT 

regulations, including NIST SP 800-53 and PCI DSS. 

Microsoft even suggests that MFA can help stop over 

99% of account compromise attacks. So it comes 

as no surprise that many organizations rely on this 

authentication method to protect critical data and 

systems from unauthorized access.

If possible, consider enabling MFA for all users with 

access to your IT infrastructure, regardless of the level 

of their access privileges. If you can’t enable MFA for 

all users, start with employees who can access your 

Use this functionality when  
you need to:

● Enhance the protection of sensitive 
data and systems

Supported authentication 
services:

● Google Authenticator

● Microsoft Authenticator

3 Factors of authentication used in MFA

sensitive data and critical systems and services: top managers, accounting department 

specialists, system administrators, and so on.

MFA is usually based on the use of any two out of three factors:
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Ekran System provides you with MFA functionality that leverages two factors:

● Knowledge — The login and password to your account

● Possession — A one-time code sent to your verified mobile device

The possession factor is checked with the help of popular, reliable authenticators: Google 

Authenticator (for Android devices) or Microsoft Authenticator (for iOS devices).

Let’s see how you can easily configure two-factor authentication (2FA) for your Ekran 

System Clients.

Configuring multi-factor authentication

This feature gets configured in two steps. First, you need to add a 2FA user to the system. 

Then, you need to enable 2FA for a specific Ekran System Client. 

Let’s start with the first step and add a two-factor authentication user to the system:

1. In the Management Tool, open the Access Management page.

2. Go to the Two-Factor Authentication tab and click the Add User button.

Screenshot 14. Adding a new two-factor authentication user

3. Select the user type among available options.
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4. Fill out the Domain and User/User Group fields with relevant information.

5. Click the Generate button.

Screenshot 15. Generating a verification code for a 2FA user

6. On a mobile device, scan the generated QR code in a supported authenticator 

application.

7. Click the Save button to save changes.

Next, you need to enable 2FA for the target Ekran System Client:

1. In the Management Tool, open the Client Management page.

2. Click the Edit client button for the Client you want to enable 2FA for.

3. Open the Authentication options tab and check the Enable two-factor 
authentication option.
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4. Save changes and exit.

After that, Ekran System will require the two-factor authentication user we added to 

the system in the first step to pass additional verification during each login to this 

Client.

Screenshot 16. Enabling 2FA for a specific client
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      4. ENDPOINT ACCESS CONTROL:
      ENABLE TIME-BOUND ACCESS TO CRITICAL 
      ENDPOINTS
Usually, organizations are quick to react to 

suspicious events that happen during working 

hours, as there are enough cybersecurity specialists 

to investigate them. But during off-hours, it’s 

much more difficult for them to ensure proper 

monitoring and fast incident response. That’s why 

it’s common for malicious actors to perform their 

attacks at nights or on weekends.

Ekran System provides you with an endpoint access control feature that allows for 

restricting access to particular endpoints during non-working hours, such as on 

weekdays and weekends. With this feature enabled, a user won’t be able to access 

a protected endpoint during off-hours without receiving personal approval from a 

security officer first.

Below, we describe the configuration process for this feature step by step.

Configuring endpoint access control

To set time-based access restrictions, you need to specify users who can approve 

access requests received during non-working hours and create an endpoint access rule 

for a specific user or group of users.

Let’s start with defining users who can approve access requests:

Use this functionality when  
you need to:

● Strengthen the security of critical 
assets

● Improve cybersecurity incident 
prevention

Note: It’s especially important to configure such access restrictions for accounts 

with privileged access to critical endpoints and systems: domain administrators (on 

Windows) and root accounts (on Linux). During non-working hours, access to these 

accounts should be provided only after receiving approval from the security officer.

https://www.ekransystem.com/en/blog/incident-response-plan-tips
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1. In the Management Tool, open the User Management page and click the Add 
User button.

2. Add the user and define their permissions.

Screenshot 17. Adding users who can approve access requests

Screenshot 18. Defining permissions for users who can approve access requests
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3. Click Finish to save changes and exit.

Next, you can move to configuring an endpoint access rule:

1. In the Management Tool, open the Access Management page.

2. Open the Endpoint Access Control tab and click the Add User button.

Screenshot 19. General configuration of an endpoint access rule

3. Select the user type.

4. To set a rule for a specific user, enter their login.

5. Select the computer type in the Accessed Computer with Installed Client section. 

We recommend selecting Any computer.

6. In the Users Who Can Approve Access section, define users who can approve 

access requests received during non-working hours from this user with restricted 

access rights.

7. Go to the Restriction Types tab and select the Allow access without approval 
during working time option.
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Screenshot 20. Specifying access restriction details in the endpoint access rule

8. Use the Allowed dates option to define dates when users can access this endpoint 

without approval. After the expiration of allowed dates, approval will be required at 

any time.

9. Use the Allowed weekdays option to define days when access can be allowed 

without approval.

10. Save changes and exit.

In Screenshot 20, you can see a configured endpoint access rule that allows a user to 

log in to the system strictly during working hours (from 8 am to 5 pm) Monday through 

Friday. To get access to the system outside of these timeframes, the user needs to 

send an approval request. A security officer previously specified in the Users Who Can 
Approve Access field receives the user’s request via email and can either approve or 

deny it.

Therefore, access to the protected endpoint is fully controlled and managed by the 

designated security officer. Without their direct approval, the user won’t be able to log 

in to the system and access your critical data and systems.
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       5. ALERT MANAGEMENT: BLOCK ACCESS
       FOR UNTRUSTED USERS

An effective strategy to secure your organization’s 

data and systems is to restrict access to it for any 

untrusted users. There are several ways an untrusted 

user can appear in your network: 

● A default admin account wasn’t properly 

reconfigured or deleted from the system

● A local user account wasn’t terminated after an 

employee’s resignation

Use this functionality when  
you need to:

● Allow access to the most            
critical assets only for a group              
of trusted users 

● Automate incident response

Configuring blocking of untrusted user sessions

To secure your critical data and systems from untrusted users, you need to create an 
alert with automatic blocking of untrusted sessions.

It’s harder to detect malicious actions if they’re performed by a person with legitimate 
access to your infrastructure. According to a report by Cybersecurity Insiders, almost 
70% of organizations feel vulnerable to insider attacks.

● An employee created a new user account to later use it as a backdoor

It’s especially difficult to detect the presence of such accounts on endpoints that are not 
controlled by a domain controller or an account discovery system. Ekran System’s alert 
management feature provides you with a mechanism that can simplify this task.

Using this feature, you can get notified about the start of a suspicious user session and 
block it in real time if necessary. You can also use the alert management feature to limit 
access to your most critical endpoints to only a small circle of trusted users.

Ekran System also has a user and entity behavior analytics (UEBA) module that can 
detect various abnormalities in monitored users’ actions, such as login attempts at 
unusual hours. 

Let’s see how you can prevent untrusted users from accessing a specific endpoint.

https://gurucul.com/2020-insider-threat-survey-report
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1. In the Management Tool, open the Alert Management page.

2. Click the Add Alert button and check the Enable option.

3. Enter a name for this alert.

4. Define the rules:

a. Select the Username option in the first field.

b. Select the Not equals option in the second field.

c. Define the usernames of trusted users in the third field. You can add several 

usernames separated by semicolons.

5. Select Clients or Client groups.

6. Go to Actions and select the Show warning message to user option.

7. In the Additional Actions section, select the Block user on all computers option.

Screenshot 21. Configuring alert rules

Screenshot 22. Configuring alert actions
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8. To receive email notifications if the alert is triggered, select the Send emails to 
option and enter the email addresses where you wish to receive notifications.

9. Click the Finish button to save changes.

Once you save this rule, only specified users will be able to log in to the selected Clients. 

For other users, access to these Clients will be blocked.

You can also review the list of all users who were blocked from accessing a particular 

Client in the Management Tool:

1. Go to the Client Management page and open the Client Management drop-

down list.

2. Select the Blocked User list option.

You can delete a user from the Blocked User list, thus granting them access to this 

particular Client or group of Clients. But until you do so, such a user will remain untrusted 

and won’t be able to log in to the protected endpoint.

Screenshot 23. Accessing the list of blocked users



EKRAN SYSTEM’S PRIVILEGED ACCESS MANAGEMENT IMPLEMENTATION GUIDE

       CONCLUSION

Secure your privileged access right now!
Visit www.ekransystem.com to request a demo.

To ensure efficient management of privileged access, organizations have to complete 

several tasks:

Secure privileged access for internal users and subcontractors

Monitor and manage individual activity under shared accounts

Limit access to critical endpoints, systems, and data

Limit off-hours access to an organization’s resources

Block access for untrusted users

Ekran System provides robust functionality that can help you successfully accomplish 

each of these tasks. In this guide, we overviewed the basic capabilities and configuration 

options of five features:

Password manager

Secondary authentication

Two-factor authentication

Endpoint access control

Alert management

All configurations are simple and can be performed in one place, making Ekran System 

not only an efficient but also an easy-to-use insider risk management platform.

http://www.ekransystem.com

